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Elliptic curve cryptography is critical to the adoption of strong cryptography during the migration to higher security strengths. One of the main advantages of elliptic curve cryptography is that users can achieve the same level of security as other systems, but with a much shorter keylength.  NIST has standardized elliptic curve cryptography for digital signature algorithms in FIPS 186: Digital Signature Standard (DSS), and for key establishment schemes in SP 800-56A: Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm Cryptography.
[bookmark: _GoBack]In FIPS 186-4, NIST recommends fifteen elliptic curves of varying security strengths for use in these elliptic curve cryptographic standards. However, the provenance of the curves is not fully specified in the standard, leading to recent public concerns that there could be a hidden weakness in these curves. NIST is not aware of any vulnerability in these curves when they are implemented correctly and used as described in NIST standards and guidelines.
More than fifteen years have now passed since these curves were developed, and the community now knows more about the security of elliptic curve cryptography and practical implementation issues. Advances within the cryptographic community have led to the development of new elliptic curves and algorithms whose designers claim to offer better performance and are easier to implement in a secure manner. Some of these curves are under consideration in voluntary, consensus-based Standards Developing Organizations.
In FY 2017, NIST utilized feedback received to revise and improve FIPS 186-4. In particular, NIST plans to add new elliptic curves to the current recommended set—as well as adding new digital signature schemes. It is expected that the revised draft version of FIPS 186-5 will be available for public comment in early FY 2018.
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